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encryption
workshop & panel session
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2nd May, 2000
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https://en.wikipedia.org/wiki/Pokémon_Gohttps://en.wikipedia.org/wiki/Bill_Clinton
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https://en.meming.world/wiki/Surprised_Pikachu
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https://www.gps.gov/systems/gps/modernization/sa/
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why?
"safety"
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https://www.forbes.com/sites/davidhambling/2022/06/24/ukraines-quadcopters-avoid-russian-jamming---and-target-russian-drone-operators/
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https://www.theguardian.com/uk-news/2020/dec/01/the-mystery-of-the-gatwick-drone



downsides of selective availability
Part 1

• special features for handling classified data to restrict backdoor access 

• → expensive 

• → produced in limited numbers 

• → restricted distribution
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Operation Desert Storm
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downsides of selective availability
Part 2

• special features for handling classified data to restrict backdoor access 

• → hidebound by government contract & standardisation 

• → limited, stagnant functionality 

• → poor usability
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https://georgewbush-whitehouse.archives.gov/news/releases/2007/09/print/20070918-2.html



but what if …?
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there would be no…
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Pokémon Go



there would be no…

16

Geocaching



there would be no…

17

Location-based Games



there would be no…

18

decent in-car navigation



there would be no…

19

Uber



there would be no…

20

Deliveroo



there would be no…

21

"Gig Economy" (?)



there would be no…

22

Google Street View



there would be no…

23

UGC on Street View



there would be no…

24

"sharing your location"



there would be no…

25

"finding your family"



there would be no…

26

child-location tracking & alerts



there would be no…

27

AirTag, Tile, etc…



there would be no…

28

decent stolen-car tracking



there would be no…

29

speed camera alerts



there would be no…

30

automated recording 
of walking routes



there would be no…

31

OpenStreetMap



there would be no…

32

precision location for 
hikers, boats, pilots, …



there would be no…

33

precision crop-spraying



there would be no…

34

reduction in pollution



there would be no…

35

location-tagging of photos



there would be no…

36

searching photo-albums 
by location



there would be no…

37

photo-based  
open-source intelligence



there would be no…

38

solution to a bunch of crimes



there would be no…
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OSINT evidence re: MH17



this is just a partial list
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worse:
we would have no idea that these things should exist
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hello!
alecmuffett.com/about
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[A…] workshop-style panel will explain and demonstrate 
encryption to the public. It will include a deep dive into:

This will be followed by a debate between panellists 
on the merits and risks of encryption.

• how the technologies work, and participants  
will be shown…


• how to secure their digital environment

• what to expect when submitting information securely 

to third parties, and…

• what strong encryption means.



Well…
this is so much easier today than it was in 1997
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demonstrating 
encryption
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invisible 
encryption

https://support.apple.com/en-gb/HT202303



how encryption works
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SIDH



how to secure your environment

48

what is your 
threat model?



what do you 
need to protect?
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https://www.eff.org/deeplinks/2022/06/security-and-privacy-tips-people-seeking-abortion
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https://www.reuters.com/world/middle-east/iran-restricts-access-instagram-netblocks-2022-09-21/
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https://www.mailplus.co.uk/edition/news/politics/232629/truss-phone-hacked-by-putin-spies-for-top-secret-information



tl;dr
"it depends."
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[A…] workshop-style panel will explain and demonstrate 
encryption to the public. It will include a deep dive into:

This will be followed by a debate between panellists 
on the merits and risks of encryption.

• how the technologies work, and participants  
will be shown…


• how to secure their digital environment

• what to expect when submitting information securely 

to third parties, and…

• what strong encryption means.



Question: what do people expect 
when submitting information  

securely to third parties?
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Answer: that it will not be seen, 
nor scanned, nor processed  

by fourth parties*
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*assuming that as phrased, fourth parties are "anybody else"



"Trust"
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https://www.wired.com/story/keysteal-apple-keychain-attack-shenanigans/
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https://www.theguardian.com/us-news/2022/aug/09/twitter-saudi-arabia-dissident-spying
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https://alecmuffett.com/alecm/e2e-primer/

"strong" 
encryption



sidebar
Who am I?
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I am a full-time SAHD, so…
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"Consultant?"

64



65



we are more than our labels
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giving people everywhere, greater privacy, 
assurance and confidence, and enabling them 

to keep secrets, even from the state

encryption



important
that doesn't mean that it's not a scary proposition
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if people can keep & communicate secrets
it can assist their ability to…

•disrupt order 

•conspire 

•perpetrate abuse & fraud 

•propagate harmful information or data 

•undermine accountability for their actions
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https://blog.twitter.com/en_gb/topics/company/2020/combatting-online-racist-abuse-an-update-following-the-euros
https://arstechnica.com/tech-policy/2015/11/paris-police-find-phone-with-unencrypted-sms-saying-lets-go-were-starting/



some people are bad people…

71



…but at what point is it 
"worse than the disease" 

to impinge upon good people?
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"Selective Privacy?"

73



there would be no…

74

<insert innovation here>



⚖
75

"safety"

"a vast multitude of things* 
which can be achieved and 

harms which can be avoided 
by giving people everywhere, 

greater privacy, assurance 
and confidence, and 

enabling them to keep 
secrets, even from the state"

*including many forms of safety



which would you choose?
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"precautionary principle?"
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https://noplacetohide.org.uk/
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https://about.fb.com/news/2021/02/preventing-child-exploitation-on-our-apps/

https://research.facebook.com/blog/2021/02/understanding-the-intentions-of-child-sexual-abuse-material-csam-sharers/
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https://about.fb.com/news/2021/02/preventing-child-exploitation-on-our-apps/

https://research.facebook.com/blog/2021/02/understanding-the-intentions-of-child-sexual-abuse-material-csam-sharers/
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https://arxiv.org/pdf/2207.09506.pdf
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https://explore-education-statistics.service.gov.uk/find-statistics/characteristics-of-children-in-need/2021

"The number and rate…  
of children on protection plans… 
has since fallen for the third 
consecutive year in 2021."



we have a big societal problem 
with child care, 

and it's not "tech"
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"…but if one child can be saved!"
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therefore: lockdown!
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⚖
87

"abstract safety" "living"



"allowed?"
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"people should not be allowed 
to keep secrets from the state!"
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💀
90

"secrets"
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https://www.newsweek.com/video-shows-russian-police-allegedly-stopping-people-screen-phones-1685502



surveillance 
compliance?

who will be the arbiter of which states may spy upon which users?
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Things which cannot be "a little bit…"

• "you" / "pregnant" 
• "data" / "analysable-surveillable"
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https://www.theguardian.com/world/2021/aug/08/revealed-anti-terror-snooping-law-used-for-fly-tippers-and-parking



95
https://www.met.police.uk/cy-GB/foi-ai/metropolitan-police/d/march-2022/offences-of-revenge-porn-recorded-from-2015-to-2021/

1093 image-based sexual abuse 
logged by the Met Police, in 2021



is the solution to "nerd harder?"
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https://graziadaily.co.uk/life/in-the-news/world-cup-domestic-violence-womens-aid-campaign-josh-denzel/



?
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"nothing to hide" → "nothing to fear"
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do you have something to protect?
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giving everyone everywhere, greater privacy, 
assurance and confidence, and enabling 
them to keep secrets, even from the state

101

panel

⚖


